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SOC-CMM® best practice – Advancing SOC capability and 

maturity 

1 Introduction 
Security Operations Centers (SOCs) are an essential part of the cyber defense strategy in many 
organizations, either as in-house capabilities or outsourced capabilities. Because of their central role 
in cyber resilience, it is important for organisations to be able to trust that the SOC is adequately able 
to detect and respond to cyber threats and incidents. 
 
This level of trust can be quantified when expressed in maturity and capability levels. Maturity 
relates to internal processes and represents standardisation, repeatability, reliability, 
demonstrability, and continuous improvement. Capability relates to SOC output and represents 
efficient and effective service delivery and reliable service outcomes. Thus, improving and optimizing 
capability and maturity in SOCs is essential in effective cyber defence. 
 
Generally, maturity in SOCs increases over time, as depicted in the progression over time figure from 
the SOC maturity report 2025 below. 
 

 
Figure 1: maturity and capability progression over time. The blue line represents maturity the purple line represents 
capability. The orange line represents the maturity trend. 

However, although maturity generally increases over time, maturity and capability improvement 
within the SOC does not just happen automatically. SOC optimization requires commitment and a 
clear understanding of strengths and weaknesses. SOC capability maturity assessment, such as 
assessments performed using the SOC-CMM® tooling, provide such understanding. The detailed 

https://socreport2025.soc-cmm.com/
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nature of SOC-CMM® assessments enables teams to focus improvement efforts on those areas that 
represent the weakest link, either from a business or a threat point of view. 
 

2 SOC-CMM® overview 
SOC-CMM® is a capability maturity model that is used around the globe by SOCs. An assessment 

methodology supports the model, enabling teams to assess and improve their security operations. 

The model consists of 5 domains and 27 aspects, as depicted below. 

 

 

Figure 2: SOC-CMM® model v2.4 

The model has blue and purple sections. For the blue section, only maturity is assessed. For the 

purple section, both maturity and capability are assessed.  

During a SOC-CMM® assessment, each of the elements in the domains is evaluated using a defined 

set of criteria in the form of questions, with guidance available to determine the correct values. 

Output from the tool is provided in the form of maturity scores and capability scores. 

 

3 SOC maturity and capability 
Increasing maturity and capability requires a good understanding of what maturity and capability 

truly represent. SOC-CMM® has defined levels of SOC maturity and capability, inspired by CMMI for 

services (CMMI-SVC) and other maturity frameworks, but adapted and augmented specifically for 

security operations. Assessment scores are expressed using numbers that correlate with these 

maturity levels. This provides SOCs with a quantified overview of the current capability maturity 

state. Additionally, maturity and capability levels can also be used to set strategic targets for 

excellence in the SOC. 

3.1 SOC maturity 
Within SOC-CMM®, maturity describes how well a certain element has been implemented. This 

includes documentation, formalisation, approval and other characteristics. Mature SOCs have a high 
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degree of standardisation, repeatability and reliability. The figure below shows the 6 maturity levels, 

with a short description of each maturity level in the supporting table. 

 

Figure 3: SOC-CMM® maturity levels 

 Maturity level Name Description 

0 Non-existent This element is not in place 

1 Initial The element is performed in an ad-hoc fashion 

2 Managed This element is somewhat structured, but not 
consistently 

3 Defined This element is structured and consistently 
performed 

4 Quantitatively managed This element is measured for effectiveness and 
efficiency 

5 Optimizing This element is continuously improved and 
optimized 

Table 1: SOC-CMM® maturity level definitions 

Within SOC-CMM®, maturity is measured across all domains and all aspects. SOC-CMM® uses a 

continuous maturity model. This means that maturity growth in the SOC is seen as an organic and 

continuous process instead of a staged process. Concretely, SOC-CMM® allows aspects to be in an 

intermediate state between maturity levels. 

3.2 SOC capability 
Besides measuring maturity, SOC-CMM® also measures capability levels. While maturity reflects how 

structured and standardized SOC processes are, capability reflects what these processes enable the 

SOC to deliver. Capability levels are expressed in values from 0 to 3. The figure below shows the 4 

capability levels, with a short description of each capability level in the supporting table. 
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Figure 4: SOC-CMM capability levels 

Maturity level Name Description 

0 Incomplete This element is not in place 

1 Performed The element is performed in an ad-hoc fashion 

2 Managed This element is somewhat structured, but not 
consistently 

3 Defined This element is structured and consistently 
performed 

Table 2: SOC-CMM® capability level definitions 

Within the SOC-CMM® model, capability levels are only measured in the technology and services 

domains. Both capability and maturity levels need to be considered when improving security 

operations. The capabilities represent the most visible qualities of the SOC and require a level of 

maturity to support them. Capabilities that are not supported by maturity are not reliable and 

continuous and therefore not sufficiently trustworthy. 

4 Improvement cycle 
To improve SOC maturity and capability in a consistent way, it is important to adopt a structured 

improvement approach. The SOC-CMM® approach revolves around adopting a plan-do-check-act 

(PDCA) approach (Deming cycle) specifically for the purpose of increasing capability maturity in the 

SOC. Central to this approach is the usage of the assessment tool to measure the current state and 

track improvement progress. The SOC improvement cycle is shown in the figure below. 

 
Figure 5: SOC-CMM® improvement cycle 
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4.1 Improvement cycle phases 
The SOC Improvement Cycle consists of 5 phases in total: 

• Assess. The assess phase is the starting point of the improvement cycle in which the current 

state of the SOC is assessed. For this purpose, the assessment tool (basic or advanced) is 

used. While SOC-CMM® also offers a screening tool, this tool does not provide maturity or 

capability scores and acts at a too high level for holistic SOC improvement efforts. 

• Plan. After the assessment has been completed, the results need to be analysed to 

determine the next steps for maturity and capability in the SOC. This done in the plan phase. 

The capability maturity improvement plan that results from the activities in this phase 

contains the improvement items, logically grouped, taking interdependencies, effort, and 

priorities into account. These plans are organization-specific; a financial-sector SOC may 

prioritize increasing capability in threat intelligence correlation, while a managed service 

provider might focus on scaling maturity across multiple clients. 

• Improve. With the plan in place, the next step is to start to improve the SOC. This is done in 

an iterative manner, through a continuous improvement process. This process is managed 

and monitored to ensure that improvements are implemented as planned. This can be done 

by embedding improvement progress tracking into daily operational SOC meetings. 

• Validate. The validate phase in the process is executed to ensure that the improvements that 

have been implemented are leading to the desired results. This can be done through scoped 

assessment. A scoped assessment addresses only that part of the SOC-CMM® framework 

that has been subjected to improvement. 

• Adjust. The adjust phase is the last step before the improvement cycle starts again. In the 

adjust step, any deviations identified in the previous step are addressed by the SOC. This is to 

ensure that the outcomes match the expectations set in the ‘plan’ phase. 

Now that the cycle has been completed, a new cycle can be started with a new full assessment of the 

SOC. By repeating this cycle, an assessment cadence is established. With this cadence, maturity 

growth in the SOC becomes continuous, measurable, and demonstrable. The frequency at which this 

improvement cycle is carried out needs to be determined by the SOC, and depends on the gap 

between the current state and the target state, as well as the capacity for change within the SOC. 

5 Self-assessment vs. third-party assessment 
The improvement cycle contains 2 assessments: the initial assessment (conducted in the assess 

phase) and the validation assessment (conducted in the validate phase). These assessments can be 

carried out as self-assessments or as third-party assessments. While the SOC-CMM® assessment 

tooling was designed to support self-assessments by adding guidance and support questions, there 

are limitations to self-assessments. Inherently, self-assessments have lower objectivity. 

Overestimation of maturity is most common, but underestimation (negative bias) is also possible. 

This is supported by the outcomes from the SOC maturity report 2025, as depicted below. The scores 

from self-assessment, especially for regions in which SOC maturity is a relatively new topic, are much 

higher than scores from third-party assessments. 
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Figure 6: self-assessment outcomes 

 
Figure 7: third-party assessment outcomes 

Third-party assessments help to increase the objectivity of SOC maturity assessments and establish a 

higher level of trust in the outcomes. This contributes to the accuracy and value of the capability 

maturity improvement program. 

6 Best practices 
The following is a list of best practices that should be applied to increasing SOC maturity.  

1. Make continuous improvement central to your SOC. Continuous improvement is an enabler 

for the maturity journey within the SOC. By embedding continuous improvement into the 

SOC culture, the SOC will be able to identify opportunities for improvement quicker and 

accelerate the implementation of those improvements. 

2. Plan for small increments of maturity improvement. Increasing maturity in the SOC is a 

marathon, not a sprint. Maturity should be increased with small increments, so that there is 

a continuous flow of maturity improvement without overloading SOC employees. 

3. Define capacity for change in the SOC. The pace in which the improvement program can be 

executed depends on the capacity for change in the SOC. Within a high workload 

environment, assigning capacity for change may be difficult. However, if this is the case, then 

resolving the high workload is also unlikely. In some cases, temporarily making room for 

change (by prioritising change over operations) may be necessary to force a start for 

continuous improvements. 

4. Incorporate existing best practices wherever possible. Using best practices in your services 

will prevent the SOC from having to re-invent the wheel. There are many areas in which best 

practices are available. These are tried and tested approaches that are beneficial for the SOC 

to integrate. Using best practices will help to accelerate the improvement pace in the SOC. 

Supporting questions in SOC-CMM® assessments can also support as a best practice for 

completeness of processes and other aspects. 

5. Obtain commitment for your capability maturity improvement efforts. By obtaining 

commitment from senior management for your improvement efforts, the SOC can more 

easily prioritise improvements over other less relevant activities. In order to obtain such 

commitment, the SOC manager must be able to explain the benefits of a more mature and 

capable SOC to the organisation. This may require a cost-benefit analysis. 

6. Define capability maturity targets for the SOC. The highest level of capability and maturity is 

not necessarily the right level for all SOCs, because not all SOCs are equal. SOCs in critical 

infrastructure and MSSPs generally require a higher level of maturity than SOCs operating in 

low-risk environments. Consider risks, budgets, and available resources to set an appropriate 
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maturity target for your SOC and work towards achieving that target. This enables cost-

effective security operations, while achieving measurable goals for the SOC. 

7. Engage with a third party for more objective assessment. As stated, third-party assessments 

provide a higher level of objectivity for assessments. This increases the value of the 

outcomes, and the accuracy of the improvement programs. SOC-CMM® has a network of 

official support partners that offer assessment services for this purpose. 

Increasing SOC maturity and capability is a journey of structured improvement. By applying the SOC-

CMM® methodology and adhering to continuous improvement practices, SOCs can achieve 

measurable progress in resilience, efficiency, and reliability. 
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About 

This publication is part of the SOC-CMM® library of best practices and is the result of a 

joint effort between SOC-CMM® and the SOC-CMM® support partners. SOC-CMM® 

support partners are verified partners that have trained and certified individuals and 

verified references for successful SOC advisory engagements. This way, high quality 

service delivery from support partners is ensured. A current list of support partners 

organised per region and type of partnership (gold / silver) is available on the website: 

https://support.soc-cmm.com/ 
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